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Experience. The difference.

An ISITC Europe Roundtable — Real-time Compliance for Real-time
Processing

Compliance plays a key role in helping firms ensure their data quality and timeliness is good enough
to meet their regulatory obligations. The First Line, including Front Office, Operations and IT needs to
identify the risks inherent in their processes, assess the adequacy of their control environment,
determine any residual risk and develop mitigation plans to address those residual risks where
possible. The Compliance role is key in helping the First Line perform those tasks.

The FCA’s recent MarketWatch 81 paper looked at the root causes of poor data quality resulting in
incomplete and incorrect transaction reporting. These are:

1. Change management

2. Reporting process and logic design
3. Data governance

4. Control framework

5. Governance, oversight and resourcing

These are general themes that impact other regulatory obligations, with the T+2 to T+1 settlement
move the next big, planned operational change. T+1 means real-time processing. This is in parallel
with the ongoing need to increase automation and optimise STP.

The group discussed in detail the data challenges that Compliance sees in its oversight role, before
moving onto potential solutions. The issues discussed are complex and, unsurprisingly, there is no
obvious silver bullet solution to address them all. The key themes were:

Theme Description

The number, range and complexity of issues raised in the round table
discussion shows that Compliance cannot be effective in helping the firm meet
Compliance its regulatory obligations without a strategy that covers the points below.
Strategy Addressing obligations in isolation will not work and will add to costs and
complexity. The cost of some elements will be covered by the business but for
others Compliance will need its own budget.

Roles and responsibilities need to be clearly understood, monitored, and
enforced across the firm. This would mean fewer errors and better designed
solutions, with better controls.

The move to near real-time data and processing supported by appropriate
controls is difficult and expensive. Appropriate controls are essential for timely
and accurate exception identification and to minimise the risk of losses and Fin
Crime and other regulatory breaches.

Roles and
Responsibilities

Speed
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Theme Description

Solutions (processing and control) need to be based on a good understanding
of data journeys to ensure efficiency and effective control, including up-front
Data Journeys controls.

Traceability is key to being able to identify and address issues. This covers
internally (cross-business function within the firm) and externally.

Data is a critical component for near real-time processing and control.
However, business cases and solutions are usually designed and built to solve
the specific business or regulatory requirement (MiFID, T+1, etc).

Business Case Building a business case for addressing data issues that cut across the firm is
difficult. Information is often unavailable to understand the current and
potential future costs resulting from poor data (e.g. the work done to avoid
incurring transaction reporting penalties).

Ml is key. Data metrics reported to the Board need the right things measured in
Ml the right way, including thresholds. Controls can be a waste of time (e.g. if they
show too many false positives).

It is very hard to see how near real-time business processing with appropriate
Standards controls is going to be delivered without data standards. At an industry level
this issue is not getting the attention it needs.

Firms need Regulators to clearly define their expectations. Market participant
input into developing regulation is needed to ensure that necessary

Regulators . . . . . . .
information is available to support efficient implementation and ongoing
maintenance and that the requirements are practical to implement.

Digital The issues noted above need to be addressed now. Digital assets (including

crypto) introduce more complexity.

T+1 solution costs and complexity will be increased if they are addressed in isolation of these issues
and if they addressed late.

The detailed points raised are shown in the table below.

Category Observations | Issues / Challenges Raised | Solutions Suggested
The number, range and complexity of issues raised in the round table discussion
shows that Compliance cannot be effective in helping the firm meet its
Compliance regulatory obligations without a strategy that covers the points below.

Strategy Addressing obligations in isolation will not work and will add to costs and
complexity. The cost of some elements will be covered by the business but for
others Compliance will need its own budget.

[ ]
Responsibilities need to | ¢ Fragmented ownership Start Wlth .
i ownership — first
be clearly understood, e Operations and .
. . . line must own the
monitored, and Compliance not in sync
. . problems, needs
enforced across the e Compliance ability to .
Roles and . . ) an active COO
N firm. This would mean: independently -
Responsibilities driving change
e Fewer errors challenge Ops and Tech .
i o e Appropriate
e Better designed e Poor quality input data
. . Governance and
solutions, with (output only as good as .
; oversight need to
better controls input) .
be in place
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Category Observations Issues / Challenges Raised | Solutions Suggested

e  First line must own e Data needs to cut
risks across the firm.

e Fragmentationisa Silos (technology,
problem. Front office, business, both)
operations, technology create separate,
need to be brought small groups of
together data people

e Compliance needs to e There needs to be
be included in transparency
designing new business about who the
models, processes and data owners are
controls, alongside and how data is
front office, operations used
and technology e Bigger Compliance

voice

e Real-time data is very
hard

e Fin Crime is more of a
challenge as processes
are speeded up and
once the money is
gone, it’s gone

e Going faster means less
control and an increase
in errors and/or

The move to near real- increase in undetected

time data and inappropriate market

processing supported conduct. Could lose an

by appropriate controls asset very quickly and

is difficult and won’t know it’s gone

expensive. Appropriate without good controls,
Speed controls are essential recs, and data

for timely and accurate
exception identification
and to minimise the risk
of losses and Fin Crime
and other regulatory
breaches

Bad actors is not the
only consideration.
There is also human
error, which may come
from pressure to meet
SLAs (e.g. not
escalating due to
missing that the
currency is GBP not
ZAR)

SFTR near real-time
reporting, which can
mean batches, requires
a lot of data cleansing
effort. If T+1 relies on
an end of day batch,
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Category

Observations

Issues / Challenges Raised

Solutions Suggested

then errors won’t be
seen until it’s too late
to fix them

e Controls need to be
reviewed and possibly
streamlined to make
them more effective

e Faster data is more
expensive data

Data Journeys

Solutions (processing
and control) need to be
based on a good
understanding of data
journeys to ensure
efficiency and effective
control, including up-
front controls.

Traceability is key to
being able to identify
and address issues. This
covers internally (cross-
business function within
the firm) and externally.

e Need for traceability —
within firms and
externally

e US T+1 showed that
traceability across
business functions is
key to identify and
address issues

e Settlement and reg
reporting data journeys
may be different

e Compliance needs to
have the ability to be
proactive not just
reactive — more focus
on preventative
controls

e Understanding the data
journey is key to
getting appropriate up-
front controls

Business Case

Data is a critical
component for near
real-time processing
and control. However,
business cases and
solutions are usually
designed and built to
solve the specific
business or regulatory
requirement (MiFID,
T+1, etc).

Building a business case
for addressing data
issues that cut across
the firm is difficult.
Information is often
unavailable to

e Data business cases not
well understood. T+1 is
cross-domain which
exacerbates this

e Compliance has limited
budgets. Budgets are
available for
technology, but this is
dependent on the
business sponsor

e The more Global the
organisation the more
budgets are diluted

e Compliance budgets
driven by where
regulator is active as
opposed to strategic
need. E.g. no S166 in

e Compliance
challenged by
“who is going to
pay for it”. Need
for appropriate
Compliance
budget where
necessary to
enable Compliance
to facilitate
business strategies

e The focus/
measurement of
value brought
should be issuers
and investors

e The issues
discussed have
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Category Observations Issues / Challenges Raised | Solutions Suggested
understand the current UK could mean budget been around for a
and potential future goes to US long time. T+1 may
costs resulting from e Reactive nature of provide the
poor data (e.g. the work industry creates legacy necessary catalyst
done to avoid incurring problems to address them.
transaction reporting
penalties).

It was noted in the
round table that the
reactive nature of the
industry creates legacy
problems. Addressing
T+1 requirements late is
likely to increase overall
cost and complexity
e Controls can be a
The adequacy of the waste of time, e.g. if .
. 'q Y § US T+1 metrics

mitigating controls, they show too many

. . very helpful
reporting, and false positives . .

. . . (clients booking

Ml escalation should be e Reporting data metrics .

late, clients not
covered by the to the Board needs the _
. . ) . affirming,
Compliance Risk right things measured
) . settlement rates)
Assessment in the right way,
including thresholds
Data
standardisation
. Bring institutions
It is very hard to see 8 .
. and banks into a
how near real-time
. . safe space to
business processing . .
. . discuss solutions —
with appropriate e Lack of data standards .
L ) normalise capture,
controls is going to be e Banks trying to solve
. . . key data
delivered without problems internally
. . . components,
Standards appropriate data e Previous collaborative
. L trusted data
standards being initiatives have been
imposed. unsuccessful sources, etc
BCBS 239 gives a
At an industry level this framewc?rk for
. . . data policy
issue is not getting the ISSA i ki
attention it needs. 1S W(_)r Ing to
standardise
corporate action
events
uality of
Regulators are not * Q . v Market
. . requirements from -
introducing participants need

Regulators . . regulators. Lack of

requirements with to be more

sufficient consideration

guidance on what’s
being requested,

involved in driving
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Category

Observations

Issues / Challenges Raised

Solutions Suggested

for what firms need to
do to implement them.

Market participant
input to the regulation
is needed to ensure
that necessary
information is available
to support efficient
implementation and
ongoing maintenance.

incomplete data sets
added at a later stage

e The speed of
regulatory change
makes standardisation
hard

e Different waivers in
different markets
complicates things.
May not be collecting
data for some markets

e There is debate about
the Accelerated
Settlement Taskforce
(AST) Code of Conduct
approach being robust
enough. More direct
guidance from the
regulators would be
beneficial

e The more granular EU
regulatory approach

leads to more certainty

e Challenges for firms
with multiple
regulators in multiple
jurisdictions —
determining and
implementing the
highest standards
across the board is a
challenge

the regulatory
agenda

Digital

The issues noted need
to be addressed now.
Digital assets (including
crypto) add complexity
but can also introduce
more transparency with
a clearly auditable chain
of events

e Current challenges are
with fiat currency.
Crypto introduces
more complexity
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